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How end-to-end encryption works? 

https://nordpass.com/blog/what-is-end-to-end-encryption/





Full E2EE Partial E2EE





WhatsApp
META PLATFORMS INC.

Phone number required
FB + IG data
Not open source

Signal Protocol
Full E2EE

Conversations kept on
server pernamently
USA jurisdiction



Messenger
META PLATFORMS INC.

FB account required

Not open source
Centralized architecture

Partial E2EE
E2EE not by default (Secret
Conversations)

FB + IG data
USA jurisdiction



Telegram
TELEGRAM FZ LLC

Partial E2EE

Phone number required

E2EE not by default (Secret
chats)

MTProto Mobile Protocol
Partialy open source
Conversations kept on
server pernamently
Unsure jurisdiction



iMessage
APPLE INC.

Full E2EE

Phone number required

Not open source

Backups are not encrypted
Centralized architecture

USA jurisdiction



Signal
SIGNAL TECHNOLOGY
FOUNDATION

Full E2EE

Phone number required

Open source

USA jurisdiction

Signal Protocol

Located in AWS

Tiny metadata collection





Threema
THREEMA GMBH

No phone number required
Open source

Full E2EE

Swiss jurisdiction
Decentralized architecture

Not free (but still cheap!)

GDPR compliant
NaCl cryptography library



https://threema.ch/en/messenger-comparison



Briar
BRIAR PROJECT

No phone number required
Open source

Full E2EE

Tor network

Swiss jurisdiction
Decentralized architecture

More difficult to use



Session
THE SESSION TECHNOLOGY
FOUNDATION

Full E2EE
No phone number required
Custom  onion network
Decentralized architecture
Swiss jurisdiction

Voice & video calls are in
beta





Post Quantum Encryption

https://security.apple.com/blog/imessage-pq3/



How to build privacy focused apps?

Use full E2EE Collect minimum metadata Use secure protocols

No phone, email
registration

Use decentralized
architecture

Keep data for a short
period of time



Dziękuję i zapraszam do mojej
społeczności! 



www.tfmaestro.pl


