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How end-to-end encryption works?

2. v ow M

John's public key John's private key

Encryption Decryption
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The server receives the
Mary writes and sends message but is not able to John receives and reads
a message to John read it in plaintext because the message from Mary
it is already encrypted.

https://nordpass.com/blog/what-is-end-to-end-encryption/
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hatsApp is updating its terms and privacy
policy.



» Full E2EE

» Signal Protocol

O

WhatSApp e Phone number required

META PLATFORMS INC.
e FB + IG data

» Not open source

« Conversations kept on
server pernamently

« USA jurisdiction




e Partial E2EE

» E2EE not by default (Secret

Conversations)

Messenger O

META PLATFORMS INC.

« FB account required
e Centralized architecture

» Not open source

e FB + 1G data
« USA jurisdiction




e Partial E2EE

« E2EE not by default (Secret
chats)

Telegram O

e Phone number required
e MTProto Mobile Protocol

 Partialy open source

TELEGRAM FZ LLC

« Conversations kept on
server pernamently

« Unsure jurisdiction




- Full E2EE

O

iMessage

APPLE INC.

e Phone number required

« Backups are not encrypted
« Centralized architecture

» Not open source

« USA jurisdiction




o Full E2EE
Si g n al » Signal Protocol

« Open source
SIGNAL TECHNOLOGY

FOUNDATION  Tiny metadata collection

9 Edward Snowden £

7

That's , for those who don't speak Elon.

O

& Elon Musk ¢
« Phone number required

« USA jurisdiction
e Located in AWS




Signal
‘Data Linked To You’

iMessage
‘Data Linked To You’

WhatsApp

‘Data Linked To You’

Facebook Messenger

‘Data Linked To You’
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« Full E2EE

e No phone number required

« Open source

o T h reema  Swiss jurisdiction

e Decentralized architecture
THREEMA GMBH

« GDPR compliant

e NaCl cryptography library

O

« Not free (but still cheap!)




E,

Threema WhatsApp Telegram

Privacy by Design: No phone number or email x

address required

End-to-end encryption of transmitted messages
Open source
GDPR compliance

Corporate solution available

Transparency report ( v/ ) ><

. . Pavel Durov /
' . Donation / Brian o
Funding App users Meta/advertising subscriptions /

Acton .
advertising

Jurisdiction Switzerland

https://threema.ch/en/messenger-comparison




» Full E2EE

« No phone number required

Bl"ia o » Open source

BRIAR PROJECT e Tor network
e Decentralized architecture

 Swiss jurisdiction

O

0D 5

« More difficult to use

Briar uses direct, encrypted connections between users to prevent
surveillance and censorship.




 Full E2EE

« No phone number required
« Custom onion network

 Decentralized architecture

8 Session

THE SESSION TECHNOLOGY
FOUNDATION

 Swiss jurisdiction

O

« Voice & video calls are in
beta




FERERAL BUREAU OQF

LAWFUL ACCESS
(U//FOUVQ) FBI's Abili'tv to Le@lly Access Sécure Mességin.g_ App Content and Metadata-

(U//LES) As of November 2020, the FBI's ability to legally access secure content an leading messaging applications is depicted below, including details on accessible information based on the applicable legal process. Return data provided
by the companies listed below, with the exception of WhatsApp, are actually logs of latent data that are provided to law enforcement in a non-real-time manner and may impact investigations due to delivery delays.
UNCLASS 'FIED//I.AW ERFORCEMENT SENSITIVE

App
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Line

UNCLASSIFIED/AAW ENFORCEMENT SENSITIVE
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INVESTIGATION
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WeChat
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Message Contenl: Limited & Message Contant: Limited* * Nd Message No Mes sage * No Message * No Message & No Message
legal Process & Subpoena; can rendoy basic * Sioped's andforvictinrm's Content Cantent Content Content Contant’
Additional subscriber information regstered nformation (profile  « Date and’ Ng contact * Hash of phane ¢ Provides account * Accopts
Details 18 U.S.C. §2703(d]: can render image, dsplay name, emil Lime @ user intormation number snd (i.e. phone preservation letters
25 days of iMessag e lookups 1o ¥kdews, pheone number, LINE regsiered provided for law email adduess, if number) and subpocnas, but
and ltom a larget number? ID, date of reg&tration, ete.) last date ot a enforcement to .I:ll uwided by regisliation dala cannat provide
Pen Reglster: ng capabiliy’ = [Infermation on Hage user's PUrsJe a oy user and P address al records for accounts
Search Warrant: can rende- connectivity poder. As per .+ PushTokon, it time of creation created in China
backups of @ target device; it *Masimum of seven days' W the service [elSgram’'s privacy push sesvice & * Missape Hrslory: & For non-China
target uses ICIoud backup, the worth of specitiod users” text stazement, for used tme, date, source accounts, they can
encryptidn keys should alsa be chats [Only when E2EE has not cor fifmed o Pyblic Key number and provide basic
pravided with content returr, bee: elected and applied and terrorist ¢ Date (no time) destination information (name,
car| alsa acquire iVessages fram orily when receiving an Invpstigations, of Threems 1D numbwer phone numoer,
iCloud retums if target has effective warrant; however; Telegram may aroatio omail, IP address ),
enabled Mossagos in 1 Cloud wideo, picture; fi es, location, desclose IP aceress o Note (no time) which is retainad for
phone call audio and other and ohone “of last lagi as long as the
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(U) Prepared by Science and Technology Branch and Operationgl Technology Division
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Post Quantum Encryption

Quantum-Secure Cryptography in Messaging Apps

Classical Cryptography Post-Quantum Cryptography (PQC)
Not quantum secure With end-to-end encryption by default
Level O Level 1 Level 2 Level 3 Future
PQC key
establishment
+
Ongoing PQC
rekeying
+
ele
: authentication :
NEW et eeerereeeereeeneeeaenas ¢
QQ Line Signal iMessage
Skype Viber with PQXDH with PQ3
Telegram WhatsApp
. . Protection against current threats Protection against
WeChat Signal (previous) from quantum computers including future threats from
iMessage (previous) “Harvest Now, Decrypt Later” quantum computers

https://security.apple.com/blog/imessage-pq3/




How to build privacy focused apps?
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Use full E2EE Use secure protocols

Keep data for a short No phone, email Use decentralized
period of time registration architecture



Dziekuje i zapraszam do mojej
spofecznosci!
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£) Katarzyna Brzozowska @ . Be Like Neo & Trinity
Cybersecurity | DevOps | Blockchain | Digital Finances | Privacy

Poznan, Wielkopolskie, Poland - Contact info



Czego nauczysz sie z projektu TFMaestro?

/' Modut 4

Bezpieczne
przechowywanie

/ Modut 5 /" Modut 6
Bezpieczny dostep

7 Modut 2

Konfiguracja VPC/ Konfiguracja regut

Vnet i dobre danych na Cloud do maszyn | firewall
praktyki Storage | wirtualnych

/7 Modut 9 7/ Modut 12 / Modul 14 / Modut 15

Tworzenie klastra Wystawienie : Testowanie
Zarzgdzanie

K8S i dobre aplikacji za load : bezpieczenstwa
: secretami
\ praktyki \balancerem \ \ kodu

.F | FIVlaestro

www.tfmaestro.pl



